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ARTICLE INFO ABSTRACT

Keywords: By extending the space of the keys, the double random phase encryption
approach based on the Fractional Fourier domain improves optical

Optical information _ _ o A
security systems. A novel method for optical security is proposed in this

security, Double

Random Phase paper. The method is based on combining photon counting (PC) imaging
Encryption, optical with double random phase encryption (DRPE) in the Fractional Fourier
encryption and (FrFT) domain. Photon counting is used to generate sparse data from the
authentication, encrypted amplitude function. Not only does integration improve the
Fractional Fourier security system's resistance to intruder attacks, but it also minimizes
transform, Photon information data for better meeting storage and transmission needs. The
counting. optical Asymmetric cryptosystem has been offered since the proposed

method's encryption step differs from the decryption stage due to the use
of photon counting imaging. Only the encrypted image's sparse data will
be maintained during the decryption procedure. Wherever the generated
image is unrecognizable and is not a replica of the original image As a
result, to validate the sparse information, a non-linear optical correlation
approach is demonstrated. The discrimination ratio measure is evaluated
for different values of the number of photons (Np) and the nonlinear
parameter to test the system's verification procedure (k). The simulation
results show that the proposed solution is effective and practicable, and
that it can increase the level of protection for optical security systems.
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1. Introduction.

Many researchers were attracted by optical techniques, especially after the publication of the first
method in this field, which is called double- random phase encoding[1]. Optical encryption
techniques use many transformations such as classical Fourier transform (FT), fractional Fourier
transform (FrFT)[2], Fresnel transform (FST) [3], gyrator transform (GT)[4], and Wavelets
transform [5]. In order to control the information meaning of image in a nonlinear and
indiscriminate style, photon counting technique is applied [6, 7]. The Photon Counting is combined
with optical security system to safe image encryption and authentication[8]. To boosts the security
of the encryption and verification versus attacks, the photon counting is applied to the amplitude
encrypted data. [9]. Furthermore, PC technique can be influenced by the original or encoded image
and if its effected by the original data, a photon-limited image with only a few pixels is secured.
The confidential information of the original image is hiding from visual observation (information
hiding) by applying PC. Otherwise, a sparse encoded distribution is produced if PC effected to the
encoded image, and lead to information compression by reduce the transmitted/stored information.
In this paper the combination of DRPE in the Fractional Fourier domain is presented. Firstly, the
input data will be encrypted with DRPE in FrFT domain. Then, the sparse data will be generated
randomly from the cipher data by using photon counting technique. In the decryption stage, the
decipher data is completely unrecognizable. Thus, the decrypted data will be intended for
verification but not direct visualization. The proposed scheme is demonstrated that it is feasible
and more robust that the tradition DRPE-FrFT.

The paper is organized as follows: In section 2 the encryption and decryption processes in the
Fractional Fourier domain is presented. In section 3 numerical results of image encryption and
verification with photon counting are given. In section 4 the evaluation of discrimination ratio is
presented to verify the capability of the proposed method. Finally, the conclusion is given in

section 5.

2. Theoretical analysis
2.1 DRPE in the Fractional Fourier transform (FrFT)

In the first, let us recall the definition of Fractional Fourier transform in one dimensional

coordinates for simplicity[10]. The FrFT is mathematically defined as a linear canonical integral
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transform. The FrFT parameters a, b, and a of one dimensional function f(x) can be written in the
following form[2]:

a’x?+ b?u? . abux) d

gw) =K [ f(x) Ry X exp (in— —i2m

tana sina

(1)

where the R; is random phase code and represented by R; =exp [i¢;(u)], ¢, (u) is a random
white sequence uniformly distributed in the interval [0,27], and g(u) is distribution encoded by
R;. The quantities a, b, and « represent three complex parameters of FrFT and K denote a complex
constant. Action FrFT spanning a function is equivalent to expanding the function a times, FrFT
execution of the command a, contracting the resulting distribution b times. The distances d; and

d, and focal length f; of the lens are related to the parameters a, b, and a by the relations [2]:

az =1 f1 - dz 1 (2)
A Vi—dy [f12 —(fi —d)(f1 — dz)]l/z
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where 4 is wave length for light source. The encrypted data for DRPE in the FrFT domain can be

written as[2]:

W) = FP{F {[f()x R, (0] X Ry (w)}} ()

where F is Fourier transform, {3 is the Fractional order in the output plane and, R, , are the random
phase codes represented by R, = exp[i¢@,(u)], in Fractional domain. ¢, () are the random white

sequence uniformly distribution in the interval (0,2m) and are statistically independent.

When (a = 0) or (B = 0) it corresponds to the Identity transform and when (a = n/2) or ( = n/2)
the Fractional transformation will be converted to the traditional Fourier transform, but when (o =
n) or (B = m), we will get the inverse transformation and the inverse Fourier transform can be

obtained If (o =-m/2) or (B = -n/2). Here, a and P are considered for the retrieval of original
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information in addition to the use of RPMs. For decryption, the encryption process is reversed to

obtain the original information.
2.2. Photon Counting Imaging (PC)

The number of incident photons can be expected on an image captured by PC technique.
Therefore, the low-photon image will have less information than the original image[11]. In

general, the Poisson distribution can be show the probability of enumeration [; photons at pixel

ina.

[a,1 7™
IR

P, &) = for4; >0, €{0,12,..} (6)

where the Poisson parameter 4; is given by 4; = N, g(x; ), with g(x; ) being of the normalized
irradiance at pixel x; like that Z}”:lg(xj) = 1 and m equivalent to the total number of pixels in

the image. The input image has a real value while the encoded image has a complex values and

the PC can be applied on both. By applying the equation (6) on normalized real image [g(x) =
f(x) / X7y £(x;)], we get the photon-limited image f,,(X), where f(x) is a real value image.
While a photon-limited amplitude information |E (x)|, is generated from the normalized amplitude
image g(x) = |E()| / X7%,|E(x;)| by applying the equation (6) on a complex-valued encoded

image (E(x)). It is required that the pixels receive at least one photon count.
2.3 Integration of the PC with the DRPE in the FrFT

The proposed method in this work is based on the process of integrating DRPE in the Fractional
Fourier domain with Photon Counting Imaging (PC); the main purpose of this integration is
information verification, not retrieval as is done in traditional optical encryption using DRPE.
There is also another purpose of this integration, which is to reduce the size of the information to
be stored or transmitted. In this paper, numerical results are employed to test the capability and
security of the proposed method. All the images and RPMs (keys) have 512*512 pixels. The
scheme has been tested by executing the scheme on personal computer with configuration Intel(R)
Core (TM) i5-7200 CPU @ 2.5 GHz-2.71 GHz, 8GB RAM running Windows 10 on MATLAB
(R2017D).
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3. Results and discussions
3.1 Encryption Process

The encryption process in this work is carried out using the DRPE method in the fractional
Fourier domain and using the coefficients (a0 =0.75) and (B =0.9), which append an additional
degree of the security to the proposed system by moving the lenses used in the traditional 4f system
with specific dimensions. The binary image has been studied in the figure 1(a) also shows the
random phase masks (RPM1 and RPM2), which are used as keys. After applying the equation (5),
we get the encrypted image, as shown in figure 1(d), which are randomly distributed functions
with complex values. The decrypted is retrieved with the corrects keys (RPMs), fractional
parameter, and wave length as shown in Fig.1(d). To study the performance of DRPE-FrFT
method, the quality parameters are computed and compared with the traditional DRPE parameters
in Fourier domain. Table (1) illustrates the results of the test for the quality parameter (MSE,
RMSE, PSNR and Entropy). From the table, we can see the convergence of the results between
the classical DRPE in FT domain and the DRPE in FrFT domain.

Table 1: Values of the image quality encryption parameters in the Fourier and

Fractional Fourier domains

FT FIFT
MSE 8.7141e-32 2.39619e-31
RMSE 5.1336e-16 3.9513e-16
PSNR 364.18 361.02
Entropy for PT 0.3079 0.3079
Entropy for Enc. 6.7623 7.6887
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Fig.1: Binary image encryption process: (a) The original binary image. (b)
and (c) the phase masks used (keys) (d) The amplitude encrypted
image |y(x)| (e) The phase encrypted image ¢,,(x) (e) The decrypted
image
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To evaluate the Fractional parameters (a,) of DRPE-FrFT, we demonstrate the effect of these
parameter by computing the root mean squared error (RMSE) between the decrypted image and
original image [12-14].The results are given in Fig.2, which depicts that the RMSE values are very
small for all values of a and B, expect zero had large values. It may be seen that the RMSE is
higher just when the o and 3 equal to zero, Thus, we can use different values of it. a =0.75 and f

=0.9 are considered in this work to satisfy our results with the rest which are published in this field.

e
4]

Ml

I

RMSE

Fig. 2: RMSE values corresponding to the values of a and 8

In order to obtain a photon limited encrypted image ¥, (x),we applied PC technique with a
number of photon counts Np over the amplitude value of the encrypted image (|y(x)|) by using
the equations in section 2.2. To validate the encrypted information of the images, the images with
the selected photons is decrypted using the equation (5). It is noted from the recovered image that
it is still noisy, and its information cannot be identified by direct view; therefore, another degree
of security has been added to the system to be more secure against illegal attackers. The (PC)
technology has also contributed to reducing the information that is intended to be transmitted or
stored in the future. After the decryption process, the recovered image cannot be verified by the
truth of its information except through the use of one of the verification methods. An example of
this, Is the method of the nonlinear correlation filter, and accordingly, the k" filter will be used in
our work because its simplicity and ease of application in practice.

The nonlinear correlation is obtained by using the equation[15]:
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c(x) = FH{|Fon )F ()| explioyn () — p(w)]} (7)

Where F~! is inverse Fourier transform, F,,(u) Fourier transform for decrypted image after
applying PC, F(u) Fourier transform for input image, the k" parameter k €[0,1] represents the
strength of the applied nonlinearity, ¢,,, () is Fourier transform for phase decrypted image, ¢ (u)
is Fourier transform for phase input image. In this process, the decrypted image is compared with
the original image to verify the encrypted information. Figure 3(a) shows the retrieved image
which is compared with the original binary image (Fig. 3(b)) and fake binary image (Fig.3(d)).
when the images are identical, the output of the correlation process was high and sharp as in
Fig.3(c), and this represents the positive verification process despite the significant reduction in
information as a result of using photon counting technique. And, when the images are not identical,
as in Fig.3(d), where the recovered image was compared with a fake image, the results showed a
noisy back ground in the correlation peak, and it represents the negative verification process as

shown in Fig.3(e).
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Figure 3: (a) The decrypted image. (b) The original image. (c) The correlation
distribution of the binary image when the recovered image compared with
the original image. (d) The fake image. (e) Correlation distribution when

the retrieved image compared with fake image.
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4. Performance of the Verification System

To create the most suitable nonlinearity and the most suitable number of photons that give the best
performance of the proposed DRPE-FrFT-PC system, one metric is going to be used: the
discrimination ratio. To evaluate the performance of pattern recognition systems based on optical
correlation, it used DR measurements. Where the ratio between the maximum peak value of the
cross-correlation, CC, and the maximum peak value of the autocorrelation is defined as DR
parameter[16]:

DR = |1 - = 8)
The information about the ability of a recognition system to distinguish small differences between
objects provides by DR parameter. The performance of the proposed method in terms of DR has
been analyzed from the results obtained for a set of 20 numerical experiments. Then, the mean and
standard deviation of the DR coefficients are calculated, in order to avoid the impact of random
processes in the Poisson distribution. Fig.4 shows the DR values computed for a set of numerical
simulations against the number of photons Np and for different values of the nonlinear correlation
factor k. The standard deviations of the numerical simulations allow inaccuracies to be estimated.
The value of DR = 0.5 is adopted as a critical value for evaluating this parameter. The DR had
been studied for k values less than 0.5 because the values higher than that do not give positive
results. From Fig.4, we notice that the DR values are good when Np=3000 and k=0.4. Accordingly,
it can be concluded that 1% of the encrypted data is sufficient to obtain effective verification. This
means that the use of photon counting imaging technology and its combination with random phase
encryption in the Fourier partial domain, led to a significant reduction in the information to be

transmitted or stored, and this is one of the most important goals of optical encryption.
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Figure 4: DR values corresponding to the number of photons (Np) and different values of
nonlinearity coefficient (k) in the DRPE-FrFT-PC

5. Conclusions

The optical double-phase random encrypted method (DRPE) is one of the most important optical
encryption methods, but it is implemented in many transformative fields which is suffer from
weakness due to the linearity of this method. In this work, a new optical encryption method is
proposed based on the combination of DRPE in the FrFT with PC imaging technique, in order to
increase the safety of this method to break the linearity found in the traditional method.

The following are the most important conclusions obtained during this work:

1. Itispossible to integrate the DRPE in the FrFT domain with the photon counting technique.
The results showed the high effectiveness of this integration.

2. The process of merging the double-phase random encryption method in FrFT domain with
the photon counting technique increases the area of encryption keys and thus enhances the
security of the optical encrypted data by six additional keys (4, a, a, b, k, Np) in addition

to the presence of the original keys which are the random phase masks RPM,and RPM,
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3. The proposed method is considered as a one of the optical asymmetric cryptosystems
(OAC) systems, where the encryption process is not identical to the decryption process by
achieving the principle of asymmetry and by applying the photon counting technique.

4. The number of photon equal to 3000 and the nonlinear parameter k=0.4, presented good

results for performance parameter DR.
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